KakK ycTaHoBUTbL Suricata Ha
FreeBSD

7 teBpans 2020 ropa oT AnbbepTa BanbbyaHbl



https://www.adminbyaccident.com/author/bert/

Suricata — 3T0 6ecnnaTHaa cuctema obHapy>KeHUs BTOPXKEHUA C OTKPbITbIM UCXOAHLIM KOAOM,
NN cokpawéHHo IDS. Ho oHa Tak)Xe MOXXeT BbICTyNaTb B KayeCTBE CUCTEMbl MPefoTBpaLLeHUN

BTOp>XeHun, mnn IPS. OHa paboTaeT Ha OCHOBE 3BPUCTUYECKUX aJIFOPUTMOB, BbISBSIOLNX

3aKOHOMEPHOCTWN B CeTeBOM Tpaduke. ECnm cnctemMa HacTpoeHa TOJIbKO Ha npenynpexieHume o
MoAO3pUTENIbHOM aKTUBHOCTW, OHa Ha3biBaeTcsa IDS, a ecnnm oHa 6GnokmpyeT Tpaduk Kn3-3a
BPEeOOHOCHOM aKTUBHOCTU, To IPS. Suricata ob6blYHO yCTaHaBAMBaeTCS B KavecCcTBe MjaarvHa B

pfSense — nonHoueHHbIn OpaHamMayap M ceTeBoM AUCTPUOYTUB KOPMOPATUBHOIO YPOBHA C
OTKPbITbIM MCXOAHbIM KOAOM Ha 6a3e FreeBSD. Ecin Bbl ucnonb3yete FreeBSD B KayvecTBe

HaCTOJIbHON CUCTEeMbl, BOT PYKOBOLCTBO MO TecTuposBaHuio pfSense B VirtualBox. OoHakKo Bbl

MOXXeTe ucnosib3oBaTb Suricata Kak oTgenbHoe nporpamMMHoe obecrnevyeHne p[na aHaamsa
ceTeBOro Tpaduka.

Ecnu ctatbu Ha Adminbyaccident.com oka3anuch A Bac NoJsie3HbIMU, NOXKANYHUCTa,

nogayMmamuTe o TOM, 4TOObI caenaTb NOXKepTBOBaHUeE.

Bocnosb3yWTecb 3TOW CCbIJIKOW, 4TOObI Nnony4yutb KpeauTt Ha 200 ponnapos B
DigitalOcean n nogaep>xaTtb pacxoabl Ha Adminbyaccident.com.

MonyuyuTte 100 ponnapoB B nopapok oT Vultr no 3Ton ccbisiKe U noaaep>xute pacxonbl Ha
Adminbyaccident.com.

OG6paTute BHUMaHue, 4To Vultr nogpep>xmBaeTt FreeBSD B paMkax cBoero npepgno>XxeHus
no VPS.

Y10 KacaeTcH Tpe6OBaHI/II7I K YCTaHOBKe Suricata, To nx HemMHoro. Bbl MOXXKeTe NCMosb30BaTb ee Ha
TOM XXe cepBepe, Ha KOTOPOM pa60TaeT Be6—cepBep, HO ropasgo mHrtepecHee McCroJyib3oBaTb €€

BMecTe C OpaHaMayspoMm, 3awmuaowmm oduc (NokKasbHasa CceTb) WAXM Oake KOMMaHuilo C

HecKoNbkuMu cdunmnanamm (rnobanbHas ceTb). ECAm Bbl pewmTe UCMONb30BaTh ee O 3alimThl
rnobasnbHOM ceTn, TO BaM MNpakTuyeckn obasaTesnbHO noHapobuTca cepsBep wAM YCTPOWCTBO C

[ABYMsi CEeTeBbIMU UHTeptencamMmmn. KoHe4yHo, ecnin Bbl NJaHUpyeTe 3aliMulaTh KOMMNaHWO cpeaHero
NN KPYMHOro pa3mMepa, To 4eM 6osiblle CeTEeBbIX afanTepoB, TEM Jlyylle, XOTS Bbl TakXKXe MOXXeTe

paccMoTpeTb BapuaHT ¢ obopynoBaHuem Netgate, Ha KoTopoM yxe ycTaHoBseH pfSense. YTo 6bl

Bbl H/W UCNONb30Banun, obs3aTeNbHbIM YCN0BMEM ABNAETCA 3epKasibHoe oTobpaxkeHne Tpadurka Ha
yCTPONCTBE, Ha KOTOpPOM Bbl cobupaeTecb MCNONb30BaTb Suricata, ecnin Bbl 3anyckaeTe ee
napannenbHo C¢ apyrummn yctponcteaMmm. O6bIMHO 3TO O3Ha4aeT, YTO HY>XHO MOAKI4YNTL Kabenb
OT KOMMyTaTopa wnm 6paHamayspa K YCTPOWCTBY Suricata M HacTpouTb 3epKasnpoBaHMe
nopToB. ECAn Bbl XOTUTE MCMNOJIb30BaTb €ro Ha TOM XXe Beb-cepBepe, 4TO M paHblUe, TO MOXeTe

3TO caenaTb, HO, CKopee Bcero, BaM 6onblie nogonaeT HIDS (cuctema obHapy>XeHUa BTOP>XXEHUN
Ha YpOBHe X0CTa).
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Ho 3a4em Bce 3T0? BO3MOXXHO, BaM He Hy>XHa 3Ta cuctema obHapy>XeHus BTOPXXEHUIN, HO ecnn y
BaCc Hebosblwonm oduc, TO yCTaHOBKA MEXCEeTeBOro 3KpaHa pfSense ¢ nakeTtoMm Suricata
(HanoMHMM, 41O pfSense MONHOCTbLID OCHOBaH Ha FreeBSD) cTaHeT [OMONHUTEJsIbHbIM YPOBHEM
6e3onacHocTn. ONaTb e, Ana Beb-cepBepa 3TO He O4YeHb MOJIe3HO, eC/IN TOJIbKO 3TO He O4YeHb
nonynspHbin Beb-cepBep M OT HEro He 3aBUCUT KOMMaHWA M3 15 yenosek. B TakoMm cny4vae 3To
nporpamMmmHoe obecrnevyeHne NOMOXKeET 3alWNTUTb CeTb, A1 Yero oHO U NpefHa3Ha4vYeHo. Bonpoc B
TOM, Kak oTobpaxkatoTca onoseweHus Suricata. Takoe nporpamMmHoe obecrnevyeHne 06bI4YHO
NCMONb3yeTCA B CPEAHMX N KPYMHbIX OpraHn3aumnax (onsaTb e, B HEBONbLWMX KOMMAaHUAX MOXHO
ncnonb3oBaTb pfSense wAM HaHATb KOro-To, KTO cAenaet BC paboty 3a Bac). O6bIYHO

onoBelleHNUs  3anucCbiBalOTCA B CUCTEMHbIA  XKYpPHan W nepecblnatotca B SIEM,
creuviaan3npoBaHHoOe MporpamMmHoe obecnevyeHne AN aHanv3a UHUMAEHTOB. SIEM C OTKpPbITbIM

ncxogHbeliM kogom — 370 OSSIM. Ho noeepx Suricata MOXXHO ycTaHOBUTb CTek ELK, KoTopbin
nobaBuT rpaguyeckme BO3MOXHOCTM W MNO3BOSNT nerko paboTtaTe C onoseweHuasmMn 6e3
HeobxoaMmMoCcTn ycTaHoBKM SIEM. O6 3TOM Mbl pacCKa)KeM B OLHOWN U3 CTaTen B 3TOM roay.

Ona [eMOHCTpauuMn Mbl UCNONb3yeM BUPTyanbHyl MawunHy DigitalOcean, HO Bbl MoOXeTe
NCrnosb30BaThb nobon VPS rno cBOEMY BblIOOpPY nnm MpocTo pur3mnyeckoe
obopynoBaHue. Y4nTbiBanTe pa3smMep YCTPONCTBA WAM BUPTYyaslbHOW MalMHbI, KOTOpPblE Bbl
naaHMpyeTe MCNOJSb30BaTb B MPOU3BOACTBEHHOW cpefe, NOCKONbKY Suricata MoXeT noTpebnaTtb
[OBOJ/IbHO MHOIO PeCypcoB, 0COBEHHO B 3arpy>XeHHbIX CeTSX.

CHavyana M™bl nouwem nakeT.Ecam y Bac YyCTaHOBJIEHbl MocsiefHUe BepCUM [MakeToB U3
peno3uTopusa FreeBSD, To, ckopee Bcero, Bbl HangeTe TosbKO Suricata 5. OgHako ecam Bbl
NCnonb3lyeTe exekBapTalibHble 06HOBNEHUS, TO HanpeTe Suricata Bepcun 4.1.6 n 5. BoibupanTe
Ha CBOW BKYC, HO 9 06bI4YHO yCTaHaB/IMBatO NOC/e4HIO BEPCUIO.

[albert@VPN ~1$ pkg search suricata
suricata-5.0.1 High Performance Network IDS, IPS and Security Monitoring engine
suricata5-5.0.0.r1_2 High Performance Network IDS, IPS and Security Monitoring engine(v5)

[albert@VPN ~1%

Hanpgs nakeT, Mbl MPOCTO yCTaHOBUM ero. Ecnm comHeBaeTecb, nocetuTe Freshports.org, raoe
MO>XHO HaNTK BCIO HEOOXOAMMYIO MHGOPMaLMO O MporpaMmMmHoM obecrnedyernn anga FreeBSD.

[albert@VPN ~]1$ sudo pkg install suricata
Contrasenya:

Updating FreeBSD repository catalogue...
FreeBSD repository is up to date.

All repositories are up to date.

The following 8 package(s) will be affected (of 0 checked):


https://en.wikipedia.org/wiki/Security_information_and_event_management
https://en.wikipedia.org/wiki/OSSIM
https://www.freshports.org/

New packages to be INSTALLED:
suricata: 5.0.1

libyaml: 0.2.2

libnet: 1.1.6 5,1

python37: 3.7.6

py37-yaml: 5.2

py37-setuptools: 41.4.0 1

pcre: 8.43_2

jansson: 2.12

Number of packages to be installed: 8
The process will require 128 MiB more space.
20 MiB to be downloaded.

Proceed with this action? [y/N]: y

You may want to try BPF in zerocopy mode to test performance improvements:
sysctl -w net.bpf.zerocopy_enable=1
Don't forget to add net.bpf.zerocopy_enable=1 to /etc/sysctl.conf

[albert@VPN ~1%

Kak Bcerpga, rnojsie3Ho COXpaHuUTb coobuleHns ob YCTaHOBKe, NMOTOMY HY4TO OHW MOIyT OKa3aTbCH
O4eHb Nnose3HbIMN.

Message from suricata-5.0.1:

If you want to run Suricata in IDS mode, add to /etc/rc.conf:
suricata_enable="YES"

suricata_interface="<if>"



NOTE: Declaring suricata_interface is MANDATORY for Suricata in IDS Mode.
However, if you want to run Suricata in Inline IPS Mode in divert(4) mode,
add to /etc/rc.conf:

suricata_enable="YES"

suricata_divertport="8000"

NOTE:

Suricata won't start in IDS mode without an interface configured.

Therefore if you omit suricata_interface from rc.conf, FreeBSD's
rc.d/suricata will automatically try to start Suricata in IPS Mode

(on divert port 8000, by default).

Alternatively, if you want to run Suricata in Inline IPS Mode in high-speed
netmap(4) mode, add to /etc/rc.conf:

suricata_enable="YES"

suricata_netmap="YES"

NOTE:

Suricata requires additional interface settings in the configuration

file to run in netmap(4) mode.

RULES: Suricata IDS/IPS Engine comes without rules by default. You should
add rules by yourself and set an updating strategy. To do so, please visit:
http://www.openinfosecfoundation.org/documentation/rules.html
http://www.openinfosecfoundation.org/documentation/emerging-threats.html
You may want to try BPF in zerocopy mode to test performance improvements:
sysctl -w net.bpf.zerocopy_enable=1

Don't forget to add net.bpf.zerocopy_enable=1 to /etc/sysctl.conf

[Ona Hadana BbISCHMM, Kakol y Hac MHTepdenc, ¢ nomouwbio KoMaHabl ifconfig. NMOCKONbBKY 3TO
BUpTYyasbHas MawwunHa FreeBSD DOcean mo yMos4aHWIO, Yy Hee TOJIbKO OAWH MHTepdenc (He
cyuTana loop-nHTepdenca). PekoMmeHoyeTCca UCMOSb30BaTb OAUH UHTepdenc ONa yrnpasBieHus, a
BTOPOM — ANS NMpuema 3epKanpoBaHHOro Tpadumka ¢ kommyTaTopa nam bpaHamayaspa. Ecam no



KaKoM-TO MPUYNHE 3epKaJZIMPOBaHHbIA TpauK NPEeBbICUT MPOMYCKHYI CNOCOBHOCTb CUCTEMSI, Y
Bac Bcerga bypeT 3anacHon BapuaHT. Ona AeMOHCTpauum Mbl Byaem ncnonb3oBaTb TONbLKO OAUH
NHTepdenc, Ho Mbl Bac npepynpennnn. N Bel 3To 3HaeTe.

[albert@VPN ~]$ ifconfig
vtnet0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500

options=6c07bb<RXCSUM,TXCSUM,VLAN_MTU,VLAN_HWTAGGING,JUMBO_MTU,VLAN_HWCSUM,TSO4,TSO6,LRO,VLAN
_HWTSO,LINKSTATE,RXCSUM_IPV6,TXCSUM_IPV6>

ether 2e:d3:db:28:6a:d8

inet6 fe80::2cd3:dbff:fe28:6ad8%vtnet0 prefixlen 64 scopeid 0x1

inet 142.93.75.244 netmask Oxfffff000 broadcast 142.93.79.255

inet 10.17.0.5 netmask 0xffff0000 broadcast 10.17.255.255

media: Ethernet 10Gbase-T <full-duplex>

status: active

nd6 options=21<PERFORMNUD,AUTO_LINKLOCAL>

l00: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> metric 0 mtu 16384
options=680003<RXCSUM, TXCSUM,LINKSTATE,RXCSUM_IPV6,TXCSUM_IPV6>
inet6 ::1 prefixlen 128

inet6 fe80::1%lo0 prefixlen 64 scopeid 0x2

inet 127.0.0.1 netmask 0xff000000

groups: lo

nd6 options=21<PERFORMNUD,AUTO_LINKLOCAL>

[albert@VPN ~1$

Kak Mbl BMOMM, ceTeBOW WHTepdenc 34ecb HasbiBaeTcsa vinet0. JaBanTe HacTpoum 3TOT
NHTepdenc B pexxmme promiscuous. 3a4emM? NloTOMYy H4TO Mbl XOTUM NPOBEPATbL CETEBON TPaUK U
XOTUM, 4TOObI Ka)XAbIl CETEBOMN NaKeT NPOBEPSASICH MOJIHOCTbLIO, @ HE TONIbKO (hpenMbil.

[albert@VPN ~1$ sudo ifconfig vinet0 promisc

[albert@VPN ~1$

YT06bl NPOBEPUTHL, YTO U3MEHEHUS BCTYMUAX B CUY, BbINOJIHUTE CAEAYIOLLYIO KOMaHAy U HanauTe
CTPOKY ‘promisc’.



[albert@VPN ~]$ ifconfig vtnetO | grep 'PROMISC'
vtnet0: flags=28943<UP,BROADCAST,RUNNING,PROMISC,SIMPLEX,MULTICAST,PPROMISC> metric 0 mtu 1500
[albert@VPN ~1%

BoT n BCe, Tenepb UHTepdenc vtnetd nepenaeT BCe MoJslyYeHHbIe MakeTbl B A4p0, rae oHn byayT
NPOBEpPEHbI.

Tenepb Mbl MOXXEM BKJIOYUTb Suricata Kak cnyxby n HacTpouTb ee onsa paboTbl Ha nHTepdence

vtnet0. Mbl coenaem 3TO C NOMOLLLIO KOMaHAbl SySrc.

[albert@VPN ~]$ sudo sysrc suricata_enable="YES"

suricata_enable: -> YES

[albert@VPN ~1$

Tenepb, korga cnyxba nobasneHa, faBanTe HacTpouMm ee ana paboTbl Ha NHTepgence vtnetO.
[albert@VPN ~1$ sudo sysrc suricata_interface="vtnet0"

suricata_interface: -> vtnet0

[albert@VPN ~1$

Y106bl y6eanTbcs, 4TO M3MEHEHUS BHeCeHbl B hann /etc/rc.conf, NpocTo BBEAUTE CNEAYIOLLYIO
KoMaHnAy. [OoJI>XXHbl NOSABUTBLCSA ABE 3arucu:

[albert@VPN ~]$ grep -n 'suricata' /etc/rc.conf
46:suricata_enable="YES"
47:suricata_interface="vtnet0"

[albert@VPN ~]$

Kak BMAHO BbIlWe, B CTpokax 46 n 47 danna /etc/rc.conf ykazaHbl cny>xba n nHTepgenc suricata.

MNpexxae 4Yem Mbl 3anMyCcTVM CEpPBUC W MNaKeTbl, MNPOXOoAsMe 4Yepe3 WHTeptenc, HayHyT
NPOBePSATLCS, HYXKHO HAaCTPOUTb HECKOJIbKO MapaMeTpoB, TaKMX KakK afpec 3JIEKTPOHHOW MoYThI,
Ha KOTOpbIA ByayT NMPMXOOUTb OMOBELLEHWUS, PACMOI0XKEHME MpPaBuUJ U OTBETbl Ha HEKOTOPble
Apyrue Bonpockl o paboTe Suricata.

Suricata ucnonb3lyeT NpaBunia A MPOBEPKM U paboTbl B KayecTBe CUCTEMbl OBHapy>XeHus
BTOP>XeHMin. [T03ToOMy, ecnun Bbl UCMNOJb3yeTe ee A1 3alUTbl JlIoKaJbHOW ceTu, ybeanTech, 4To B
6paHaMay3pe HAaCTPOEHO MPaBUJIO AN MoJlyYyeHUss HeobXxoaMMbIX UCTOYHUKOB, MHaYe Suricata He
CMOXXET MnoJsly4aTb UHGPOPMALINIO N BbIMOJIHATL CBOKO OCHOBHYIO (DYHKUMIO. MpaBuia HaxoasaTcs B
chepyloulem kaTasnore u canne:


https://www.freebsd.org/cgi/man.cgi?query=sysrc

/var/lib/suricata

/var/lib/suricata/suricata.rules

MpaBuna Takxe HeobXxoOAMMO COPTMPOBaATb MO MpUoOpUTETaM A9 YyPOBHEW OMNOBeleHUn. ITa
nHpopmaumna xpaHutca B awnne /usr/local/etc/suricata/classification.config. Cnegytowmn ab3ay
B3AT U3 3TOro canna.

# $1d$

# classification.config taken from Snort 2.8.5.3. Snort is governed by the GPLv2
#

# The following includes information for prioritizing rules

#

# Each classification includes a shortname, a description, and a default
# priority for that classification.

#

# This allows alerts to be classified and prioritized. You can specify

# what priority each classification has. Any rule can override the default
# priority for that rule.

#

# Here are a few example rules:

#

# alert TCP any any -> any 80 (msg: "EXPLOIT ntpdx overflow";

# dsize: > 128; classtype:attempted-admin; priority:10;

#

# alert TCP any any -> any 25 (msg:"SMTP expn root"; flags:A+; \

# content:"expn root"; nocase; classtype:attempted-recon;)

#

# The first rule will set its type to "attempted-admin" and override

# the default priority for that type to 10.



#

# The second rule set its type to "attempted-recon" and set its

# priority to the default for that type.

#

#

# config classification:shortname,short description,priority

#

config classification: not-suspicious,Not Suspicious Traffic,3

config classification: unknown,Unknown Traffic,3

config classification: bad-unknown,Potentially Bad Traffic, 2

config classification: attempted-recon,Attempted Information Leak,2
config classification: successful-recon-limited,Information Leak,2
config classification: successful-recon-largescale,Large Scale Information Leak,2
Tak)xe eCTb CNpPaBOYHbLIN halsl, B KOTOPOM yKa3daHbl URL-agpeca NCTOYHUKOB MHGopMaLnn.
[albert@VPN /usr/local/etc/suricatal$ cat reference.config

# config reference: system URL

config reference: bugtraq http://www.securityfocus.com/bid/

config reference: bid http://www.securityfocus.com/bid/

config reference: cve http://cve.mitre.org/cgi-bin/cvename.cgi?name=
#config reference: cve http://cvedetails.com/cve/

config reference: secunia http://www.secunia.com/advisories/
#whitehats is unfortunately gone

config reference: arachNIDS http://www.whitehats.com/info/IDS
config reference: McAfee http://vil.nai.com/vil/content/v_

config reference: nessus http://cgi.nessus.org/plugins/dump.php3?id=

config reference: url http://



config reference: et http://doc.emergingthreats.net/

[albert@VPN /usr/local/etc/suricatal$

Ewe oanH dann, o KOTOpoOM CTOUT yNnoMsaHYyTb, — 3TO threshold.config, B KOTOpOM MOXXHO yKa3aTb,
HaCKOJIbKO cucTteMa O6Hapy)XeHus BTOPXEHUM [O0/HKHa OblTb 4YyBCTBUTENbHA, 4TOObI
npeaynpexxnaTb BaC 0 BO3MOXXHbIX Npobnemax. MNoMHUTE, 4TO cucteMa obHapy>XeHNsi BTOPXKEHUNIN
MOXeT ObITb JOBOJIbHO LWWYMHbIM 3/IeMEHTOM B Habope NMHCTPYMEHTOB AJ15 3alluThbl Bawero opuca,
KOMMNaHUM unn pJake AByx Hebonblwumx cepBepoB. HacTponka cuctembl TpebyeT BpemMeHU U
BHMMaHMSA, Tak 4TO ByabTe roToBbl K JIOXKHbIM CpabaTbiBaHMAM, 0COBEHHO B CpeagHUX U KPYMHbIX
ceTax. BoT chparmeHT (panna threshold.config:

[albert@VPN /usr/local/etc/suricatal$ cat threshold.config

# Thresholding:

#

# This feature is used to reduce the number of logged alerts for noisy rules.

# Thresholding commands limit the number of times a particular event is logged
# during a specified time interval.

#

# The syntax is the following:

#

# threshold gen_id <gen_id>, sig id <sig_id>, type <limit|threshold|both>, track <by src|by dst>, count <n>,
seconds <t>

#

# event filter gen_id <gen_id>, sig_id <sig_id>, type <limit|threshold|both>, track <by_src|by dst>, count <n>,
seconds <t>

#

# suppress gen_id <gid>, sig_id <sid>

# suppress gen_id <gid>, sig_id <sid>, track <by_src|by_dst>, ip <ip|subnet>
#

# The options are documented at https://suricata.readthedocs.io/en/latest/configuration/global-thresholds.html


http://doc.emergingthreats.net/

#

# Please note that thresholding can also be set inside a signature. The interaction between rule based thresholds
# and global thresholds is documented here:

# https://suricata.readthedocs.io/en/latest/configuration/global-thresholds.html#global-thresholds-vs-rule-thresholds
# Limit to 10 alerts every 10 seconds for each source host

#threshold gen_id 0, sig_id 0, type threshold, track by _src, count 10, seconds 10

# Limit to 1 alert every 10 seconds for signature with sid 2404000

#threshold gen_id 1, sig_id 2404000, type threshold, track by_dst, count 1, seconds 10

# Avoid to alert on f-secure update

# Example taken from https://blog.inliniac.net/2012/03/07/f-secure-av-updates-and-suricata-ips/

#suppress gen_id 1, sig_id 2009557, track by_src, ip 217.110.97.128/25

#suppress gen_id 1, sig_id 2012086, track by src, ip 217.110.97.128/25

#suppress gen_id 1, sig_id 2003614, track by _src, ip 217.110.97.128/25

[albert@VPN /usr/local/etc/suricatal$

Cambln BaXkHbIA hann B Suricata — 3TO OCHOBHOM KOH(UrypauMoHHbIA dann suricata.yaml. B
dannax .yaml Hy>xHO cobnopgaTtb oTCTynbl. ECAM ux He cobnogaTb, NpaBuaa He 3arpysaTcs, n
ann bynoet 6ecnoneseH. 3ToT al HAXOOUTCA B Nanke:

/usr/local/etc/suricata/suricata.yaml

®ann AoBOJSIbHO 60ONbLLION, MO3TOMY MPUrOTOBbTECH MCMOJIb30BaTh grep ¢ pa1arom -n, 4Tobbl HANTK

CTPOKY, KOTOPY HY>XHO HacTpouTb. OduLmnaibHOe PyKOBOACTBO MO aAMUHUCTPUPOBaAHUIO ByneT
BaM O4YeHb Nose3HO, BeAb C MOMOLLbIO Suricata MOXXKHO caenaTb O4eHb MHOTrO€.

MNpexage 4eM Mbl yrnybumcss B 3Ty TeMmy, haBaTe B 06WMX YepTax pPacCMOTPUM, YTO K
4yeMmy. MNepBoe, YTO HY)XHO TMOHSATb, — KAKOW TWUM CETU Mbl MNbITAEMCS KOHTPOJIMPOBAThL:
rnobanbHyo UM NokanbHyto. Mo ymonyaHuto B daine suricata.yaml (NMOMHUTE, 4TO 3TO OCHOBHOW

hann KoHpurypaumnmn) 3apesepBmpoBaHHbIn 610K IP-afpecoB MHTeprpeTupyeTcs Kak JIOKaJibHbIN,
KakK BUOHO U3 cnefytouero oparMeHTa. [1na NoKasbHOW CeTU 3TO HOPMaJlbHO, HO BaM, BO3MOXXHO,
NnPUAEeTCA BHECTU HeKOoTopble U3MeHeHusa. Hanpumep, ecnn y Bac HeT SQL-cepBepa, Bbl MOXeTe
OTKJIOYNTb 3Ty NepeMeHHylo. BoaMo)xHo, y Bac He cepsep OracleDB, a cepsep MySQL, nostomy
nopT 3306 mosmkeH 6bITb yKa3aH B pasgene «port-groups». NpocTo yaennte HEMHOrO BpeMeHU
N3Yy4YeHUIo cefylollero CHUMMKa 13 danna suricata.yaml.

##


https://suricata.readthedocs.io/en/latest/configuration/index.html
https://en.wikipedia.org/wiki/Reserved_IP_addresses

#4# Step 1: inform Suricata about your network

#HH#

vars:

# more specific is better for alert accuracy and performance

address-groups:

HOME_NET: "[192.168.0.0/16,10.0.0.0/8,172.16.0.0/12]"

#HOME_NET: "[192.168.0.0/16]"

#HOME_NET: "[10.0.0.0/8]1"

#HOME_NET: "[172.16.0.0/12]"

#HOME_NET: "any"

EXTERNAL_NET: "'$HOME_NET"

#EXTERNAL_NET: "any"

HTTP_SERVERS: "$HOME_NET"

SMTP_SERVERS: "$HOME_NET"

SQL_SERVERS: "$HOME_NET"

DNS_SERVERS: "$HOME_NET"

TELNET_SERVERS: "$HOME_NET"

AIM_SERVERS: "$EXTERNAL_NET"

DC_SERVERS: "$HOME_NET"

DNP3_SERVER: "$HOME_NET"

DNP3_CLIENT: "$HOME_NET"

MODBUS_CLIENT: "$HOME_NET"

MODBUS_SERVER: "$HOME_NET"

ENIP_CLIENT: "$HOME_NET"

ENIP_SERVER: "$HOME_NET"

port-groups:

HTTP_PORTS: "80"



SHELLCODE_PORTS: "!80"

ORACLE_PORTS: 1521

SSH_PORTS: 22

DNP3_PORTS: 20000

MODBUS_PORTS: 502

FILE_DATA_PORTS: "[$HTTP_PORTS,110,143]"
FTP_PORTS: 21

VXLAN_PORTS: 4789

##

BTOpaFI Ba>XHad TéMa — QJOpMaT BbiBOJa OaHHbIX, O KOTOPOM Bbl MOXETE I'IO,D,pO6HO nMpPpoO4YnUTaThb MO

3TOW cCbiNke. Ecnn BKpaTue, TO MO YMOJIYaHUIO BKJILOYEHbI CTPOKOBOe onoBelleHne fast m EVE
(pacwupsembin popMaT cobbITUI), @ TakXKe pad NPOTOKOJIOB, TakMx Kak http, snmp, smb, dhcp un
MHOrme apyrue. HactosTenbHO PEKOMEHAYEM BHUMATENIbHO WU3Y4YUTb AOKYMEHTALMUIO, HO Aa)ke
MPOCTO MPOCMOTPEB OCHOBHOW KOH(PUIYPaLMOHHbLIN halis, Bbl MOMMETE, Y4TO K YeMmy. 1719 3TOro Bbl
BCerga Mo)XeTe MCMNOJIb30BaTb CAefyloLlylo KOMaHay u HaxkaTb Enter, 4Tobbl nosiBnnacb HoBas
CTpoOKa. YTobbl BLINTY U3 NPOrpaMmbl, MPOCTO BBEAUTE «(Q>».

cat /usr/local/etc/suricata/suricata.yaml | less

Kak y)xe 6bls10 ckasaHo, Suricata perncTpvpyeT OMOBELLEHMSI B HECKONIbKUX TUMax >XYPHanos,
TaKUX KaK >XypHan 6bicTporo ¢opmaTta wunm EVE, a Takxe B >XypHane suricata.log, rpe
buKcupytoTcas M apyrue Tunbl cobbiTUA, HanpuMep npobsieMbl C HEKOTOPbLIMM MpaBUIaMW,
Hernonanku B paboTe AemMoHa U T. 4. 3anNOMHUTE, rAe HaXOA4SATCS XKYpPHasbl U C YeM OHU CBA3aHbI.

[albert@VPN /usr/local/etc/suricatal$ sudo Is -la /var/log/suricata
total 1582

drwx------ 2 root wheel 6 28 des. 08:24 .

drwxr-xr-x 4 root wheel 52 28 des. 08:00 ..

-rw-r--r-- 1 root wheel 1207757 28 des. 20:42 eve.json

-rw-r--r-- 1 root wheel 0 28 des. 08:24 fast.log

-rw-r--r-- 1 root wheel 643645 28 des. 20:42 stats.log

-rw-r--r-- 1 root wheel 3957 28 des. 20:17 suricata.log

[albert@VPN /usr/local/etc/suricatal$


https://suricata.readthedocs.io/en/latest/configuration/suricata-yaml.html#outputs

[Tocne TOro Kak Mbl HaCTpPOWIN Suricata B COOTBETCTBUN CO CBOUMMU npeanoyYTeHnaAMn, Mbl MOXKEM

Nony4YnTb AOCTYN K MpaBuiam, NpPOBEPUTb,

BCE NN B Mnopsiake, M 3anycTutb ux. Cneaytoulas

KOMaHOa TaKXXe NCMNoJib3yeTcda And obHoOBIEHUS YCTaHOBJIEHHbIX HaﬁopOB npasui.

[albert@VPN ~]$ sudo suricata-update

28/12/2019 -- 08:24:27 - <Info> -- Using data-directory /var/lib/suricata.

28/12/2019 -- 08:24:27 - <Info> -- Using Suricata configuration /usr/local/etc/suricata/suricata.yaml

28/12/2019 -- 08:24:27 - <Info> -- Using /usr/local/share/suricata/rules for Suricata provided rules.

28/12/2019 -- 08:24:27 - <Info> -- Found Suricata version 5.0.1 at /usr/local/bin/suricata.

28/12/2019 -- 08:24:27 - <Info> -- Loading /usr/local/etc/suricata/suricata.yaml

28/12/2019 -- 08:24:27 - <Info> -- Disabling rules for protocol modbus

28/12/2019 -- 08:24:27 - <Info> -- Disabling rules for protocol dnp3

28/12/2019 -- 08:24:27 - <Info> -- Disabling rules for protocol enip

28/12/2019 -- 08:24:27 - <Info> -- No sources configured, will use Emerging Threats Open

28/12/2019 = 08:24:27 - <Info>

5.0.1/emerging.rules.tar.gz.

100% - 2516963/2516963

28/12/2019 -- 08:24:28 - <Info> -- Done.

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

28/12/2019 -- 08:24:28 - <Info> -- Loading distribution

Fetching https://rules.emergingthreats.net/open/suricata-

rule file /usr/local/share/suricata/rules/app-layer-events.rules

rule file /usr/local/share/suricata/rules/decoder-events.rules

rule file /usr/local/share/suricata/rules/dhcp-events.rules

rule file /usr/local/share/suricata/rules/dnp3-events.rules

rule file /usr/local/share/suricata/rules/dns-events.rules

rule file /usr/local/share/suricata/rules/files.rules

rule file /usr/local/share/suricata/rules/http-events.rules

rule file /usr/local/share/suricata/rules/ipsec-events.rules

rule file /usr/local/share/suricata/rules/kerberos-events.rules

rule file /usr/local/share/suricata/rules/modbus-events.rules

rule file /usr/local/share/suricata/rules/nfs-events.rules



28/12/2019 -- 08:24:28 - <Info> -- Loading distribution rule file /usr/local/share/suricata/rules/ntp-events.rules
28/12/2019 -- 08:24:28 - <Info> -- Loading distribution rule file /usr/local/share/suricata/rules/smb-events.rules
28/12/2019 -- 08:24:28 - <Info> -- Loading distribution rule file /usr/local/share/suricata/rules/smtp-events.rules
28/12/2019 -- 08:24:28 - <Info> -- Loading distribution rule file /usr/local/share/suricata/rules/stream-events.rules
28/12/2019 -- 08:24:28 - <Info> -- Loading distribution rule file /usr/local/share/suricata/rules/tls-events.rules
28/12/2019 -- 08:24:28 - <Info> -- Ignoring file rules/emerging-deleted.rules

28/12/2019 -- 08:24:31 - <Info> -- Loaded 26103 rules.

28/12/2019 -- 08:24:31 - <Warning> -- Disabling ja3 rules as Suricata is built without libnss.

28/12/2019 -- 08:24:31 - <Info> -- 122 ja3_hash rules disabled.

28/12/2019 -- 08:24:31 - <Info> -- Disabled 136 rules.

28/12/2019 -- 08:24:31 - <Info> -- Enabled 0 rules.

28/12/2019 -- 08:24:31 - <Info> -- Modified 0 rules.

28/12/2019 -- 08:24:31 - <Info> -- Dropped O rules.

28/12/2019 -- 08:24:31 - <Info> -- Enabled 59 rules for flowbit dependencies.

28/12/2019 -- 08:24:31 - <Info> -- Creating directory /var/lib/suricata/rules.

28/12/2019 -- 08:24:31 - <Info> -- Backing up current rules.

28/12/2019 -- 08:24:31 - <Info> -- Writing rules to /var/lib/suricata/rules/suricata.rules: total: 26103; enabled: 20835;
added: 26103; removed 0; modified: 0

28/12/2019 -- 08:24:31 - <Info> -- Testing with suricata -T.
28/12/2019 -- 08:24:43 - <Info> -- Done.

[albert@VPN ~1%

Kak Mbl y>Xe Bugenn, komaHga suricata-update 3arpy>xaeT npasuia un npoBepseT mnx. Bol MoxeTe
aBTOMaTu3MpOBaTb 3TOT Mpouecc, 3anyCcTuB ChneymanbHoe 3afaHue Cron Ha KaXkAbln
OeHb. KcTaTtn, obpaTnte BHUMaHWe, roe HaxoOsaTcs npasuna. Bce oHu cobpaHbl B ogHOM ¢hainne
rno cnepywwemy nyTu:

/var/lib/suricata/rules/suricata.rules

Suricata mo)xeT paboTaTb B TaKOM peXxnme, HO ynpaBasaTb NpaBuiaMum Takum obpa3om [OBOJIbHO
C/NOXXHO. B gpyrom cTaTbe Mbl pacckaxem o Oinkmaster — nporpamme ana ynpaBfieHUS
npasmnamu Snort (ewe ogHoro IDS), KoTopas oTaAM4HO paboTaeT m B Suricata. IDS moxeT 6bITb
[OBOJIbHO «LYMHbIM» WHCTPYMEHTOM, 1 Bbl MOXKETE NMPUATKN B OTHaAsSHME, KOrga yBUAUTE, CKOJIbKO



BPEMEHM YXOAWUT Ha ero TOHKYK HacTporky. Oinkmaster Mo)eT MOMO4Yb B 3TOM, MOCKOJIbKY Bbl
MOXKeTe OTKJ/l04YaTb OTAesIbHble HAabopbl MPaBuW, a He Lesible UICTOYHUKN.

Eule ogHa MHTepecHast KoOMaHaa — suricata-update list-sources. OHa nNokasbiBaeT NPOUCXOXAEHNE
NpPaBwWJ, HaNpUMep Ha3BaHUA KOMMAHUI, NLEH3UN U HEKOTOpPbIE ApYyrie napameTpsbl.

[albert@VPN /usr/local/etc/suricatal$ sudo suricata-update list-sources

28/12/2019 -- 19:50:41 - <Info> -- Using data-directory /var/lib/suricata.

28/12/2019 -- 19:50:41 - <Info> -- Using Suricata configuration /usr/local/etc/suricata/suricata.yaml
28/12/2019 -- 19:50:41 - <Info> -- Using /usr/local/share/suricata/rules for Suricata provided rules.
28/12/2019 -- 19:50:41 - <Info> -- Found Suricata version 5.0.1 at /usr/local/bin/suricata.
28/12/2019 -- 19:50:41 - <Info> -- No source index found, running update-sources

28/12/2019 -- 19:50:41 - <Info> -- Downloading https://www.openinfosecfoundation.org/rules/index.yaml
28/12/2019 -- 19:50:41 - <Info> -- Saved /var/lib/suricata/update/cache/index.yaml|

Name: et/open

Vendor: Proofpoint

Summary: Emerging Threats Open Ruleset

License: MIT

Name: et/pro

Vendor: Proofpoint

Summary: Emerging Threats Pro Ruleset

License: Commercial

Replaces: et/open

Parameters: secret-code

Subscription: https://www.proofpoint.com/us/threat-insight/et-pro-ruleset

Name: oisf/trafficid

Vendor: OISF

Summary: Suricata Traffic ID ruleset

License: MIT



Name: ptresearch/attackdetection

Vendor: Positive Technologies

Summary: Positive Technologies Attack Detection Team ruleset

License: Custom

Name: scwx/malware

Vendor: Secureworks

Summary: Secureworks suricata-malware ruleset

License: Commercial

Parameters: secret-code

Subscription: https://www.secureworks.com/contact/ (Please reference CTU Countermeasures)

Name: scwx/security

Vendor: Secureworks

Summary: Secureworks suricata-security ruleset

License: Commercial

Parameters: secret-code

Subscription: https://www.secureworks.com/contact/ (Please reference CTU Countermeasures)

Name: sslbl/ssl-fp-blacklist

Vendor: Abuse.ch

Summary: Abuse.ch SSL Blacklist

License: Non-Commercial

Name: sslbl/ja3-fingerprints

Vendor: Abuse.ch

Summary: Abuse.ch Suricata JA3 Fingerprint Ruleset

License: Non-Commercial

Name: etnetera/aggressive

Vendor: Etnetera a.s.

Summary: Etnetera aggressive IP blacklist



License: MIT

Name: tgreen/hunting

Vendor: tgreen

Summary: Threat hunting rules
License: GPLv3

[albert@VPN /usr/local/etc/suricatal$

Tenepb, KOrga Mbl KOe-4TO MPOSICHWJIM, MOXHO 3amnyckaTb Suricata 6e3 Kakux-nmbo M3MeHeHUn B
tanne suricata.yaml. O4eBMAHO, 4TO B 3aBMCUMOCTU OT TWMa MCMNONb3yeMOl ceTu noTpebytoTcs
KOPPEKTUPOBKW. B MpOTUBHOM Cilyvae Bbl ByaeTe nosyvyaTb CJULIKOM MHOIO NMpeayrnpexxaeHuin o
JIOXKHbIX CpabaTbiBaHUAX.

Ecnn Mbl He 3arpy3unam npasusia Ao 3anycka Suricata, He BONIHYWTECb, 3TO MOXKHO cAenaTb cpa3sy
nocne 3anycka.

[albert@VPN /usr/local/etc/suricatal$ sudo service suricata start
Starting suricata.

[100403] 28/12/2019 -- 20:53:16 - (suricata.c:1084) <Notice> (LogVersion) -- This is Suricata version 5.0.1 RELEASE
running in SYSTEM mode

[albert@VPN /usr/local/etc/suricatal$
Tenepb NpoBepuM, 4TO BCe paboTaeT.

[albert@VPN /usr/local/etc/suricatal$ ps aux | grep suricata

root 24659 0,0 38,7 417296 389032 - Ss 20:53 0:17,55 /usr/local/bin/suricata -D --pcap=vtnet0 --pidfile
/var/run/suricata.pid -c /usr/local/etc/suricata/suricata.yaml

albert 24683 0,0 0,0 524 336 1 R+ 20:59 0:00,00 grep suricata

[albert@VPN /usr/local/etc/suricatal$

A ecnn BaM MHTEpPEeCcHO, MOXXeTe 3arfsHyTb B (paln suricata.log, 4ToObl ybeonTbcs, 4TO BCe
NpOoLUIO rNagko.

[albert@VPN /usr/local/etc/suricatal$ sudo tail /var/log/suricata/suricata.log
[100380] 28/12/2019 -- 20:53:18 - (detect-engine-build.c:1416) <Info> (SigAddressPrepareStagel) -- 20838
signatures processed. 1067 are IP-only rules, 4837 are inspecting packet payload, 14705 inspect application layer,

103 are decoder event only

[100380] 28/12/2019 -- 20:53:28 - (util-runmodes.c:173) <Info> (RunModeSetLiveCaptureAutoFp) -- Using 1 live
device(s).



[100427]28/12/2019 -- 20:53:28 - (source-pcap.c:351) <Info> (ReceivePcapThreadlnit) -- using interface vtnet0

[100427] 28/12/2019 -- 20:53:28 - (source-pcap.c:362) <Info> (ReceivePcapThreadlnit) -- running in 'auto' checksum
mode. Detection of interface state will require 1000ULL packets

[100427] 28/12/2019 -- 20:53:28 - (util-ioctl.c:112) <Info> (GetlfaceMTU) -- Found an MTU of 1500 for 'vtnet0'

[100427] 28/12/2019 -- 20:53:28 - (source-pcap.c:399) <Info> (ReceivePcapThreadlnit) -- Set snaplen to 1524 for
'vtnet0'

[100380] 28/12/2019 -- 20:53:28 - (runmode-pcap.c:295) <Info> (RunModeldsPcapAutoFp)  --
RunModeldsPcapAutoFp initialised

[100380] 28/12/2019 -- 20:53:28 - (util-conf.c:162) <Info> (ConfUnixSocketlsEnable) -- Running in live mode,
activating unix socket

[100380] 28/12/2019 -- 20:53:28 - (unix-manager.c:129) <Info> (UnixNew) -- Using unix socket file
'/var/run/suricata/suricata-command.socket'

[100380] 28/12/2019 -- 20:53:28 - (tm-threads.c:2165) <Notice> (TmThreadWaitOnThreadlnit) -- all 2 packet
processing threads, 4 management threads initialized, engine started.

[albert@VPN /usr/local/etc/suricatal$

Kak BuguTte, Suricata paboTtaetr 6e3 npobnem. B crnepyoowmnx CTaTbAX Mbl pacCKa)keMm, Kak
3anyCcTuUTb Cyxby CMCTEMHOrO XXypHana Ass oTrnpaBky noros B SIEM, Kak ynpaBnATb npasuiamMm

¢ nomouwbto Oinkmaster BMecTo 06bl4HbIX KOMaHA U Kak gobaeBuTb cTek ELK onga rpadpuyeckoro

oTobpa>keHnsa onoBeLLeHnA.

KpaTKunin CNMCOK TOro, Ha 4To cnepyeT obpaTuTb BHMMaHME Npu yCcTaHOBKe Suricata Ha FreeBSD.
- He 3abyabTe Ha3Ha4nTb X0TA 6bl OANH MHTepdeNnc.

- HacTpoika nokanbHOW nnu rnobanbHOM CceTn.

- Mo yMmonyaHuto BKJO4YeHbl 6bICTpbIn ¢hopmaT BbiBOAa, EVE n cTaTucTuka. AKTUBMPYNTE BCe
OoCTasibHble HeobxoanMble NapamMeTpbl.

- HacTpoika noporoBbix 3Ha4YeHui. [paHuLbl cpabaTbiBaHNS OMOBELLEHUS.

- HacTtpoika knaccudmkaumn. Hactponte npuoputeT 0bBOM KaTeropum, KOTOPYH HYXXHO
N3MEHUTb.

- HaCTpOVIKa ccblNnok. JobaBbTe NCTOYHUKN NN OTKIOYUTE Te, KOTOpPblE BaM HE HY>XHblI.

- CncTeMHbIN >XypHasa. Ecnm BamM Hy>XHO OTMApPaB/ATb >KYpPHaJibl B MporpammHoe obecrnevyeHune
SIEM, He 3abyabTe BKAOYNTbL 3TO.

- PoTauunsa XXYPHanoB. Bbl MOXKeTe Ha4aTb YMTaTb 3TO PyKoOBOACTBO.


https://en.wikipedia.org/wiki/Security_information_and_event_management
https://suricata.readthedocs.io/en/suricata-4.1.4/rule-management/oinkmaster.html
https://suricata.readthedocs.io/en/suricata-4.1.4/rule-management/oinkmaster.html
https://www.adminbyaccident.com/freebsd/how-to-enable-log-rotation-on-freebsd/

- O6HOBNEHNSA UCXOAHOIO Koaa. 3agaHma Cron MOryT CAPaBUTbLCHA C 3TUM.
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